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Copyright Notice

This product includes the Envoy SNMP Engine, developed by Epilogue Technology, an Integrated Systems Company. Copyright © 1986-1997, Epilogue 
Technology Corporation. All rights reserved. This program and its documentation were developed at private expense, and no part of them is in the public 
domain.

This product includes memory allocation software developed by Mark Moraes, copyright © 1988, 1989, 1993, University of Toronto.

This product includes FreeBSD software developed by the University of California, Berkeley, and its contributors. All of the documentation and software 
included in the 4.4BSD and 4.4BSD-Lite Releases is copyrighted by the Regents of the University of California. Copyright © 1979, 1980, 1983, 1986, 
1988, 1989, 1991, 1992, 1993, 1994. The Regents of the University of California. All rights reserved.

GateD software copyright © 1995, the Regents of the University. All rights reserved. Gate Daemon was originated and developed through release 3.0 by 
Cornell University and its collaborators. Gated is based on Kirton's EGP, UC Berkeley's routing daemon (routed), and DCN's HELLO routing protocol. 
Development of Gated has been supported in part by the National Science Foundation. Portions of the GateD software copyright © 1988, Regents of the 
University of California. All rights reserved. Portions of the GateD software copyright © 1991, D. L. S. Associates.

This product includes software developed by Maker Communications, Inc., copyright © 1996, 1997, Maker Communications, Inc.

Products made or sold by Juniper Networks or components thereof might be covered by one or more of the following patents that are owned by or licensed 
to Juniper Networks: U.S. Patent Nos. 5,473,599, 5,905,725, 5,909,440, 6,192,051, 6,333,650, 6,359,479, 6,406,312, 6,429,706, 6,459,579, 
6,493,347, 6,538,518, 6,538,899, 6,552,918, 6,567,902, 6,578,186, and 6,590,785.

Juniper Networks, the Juniper Networks logo, NetScreen, and ScreenOS are registered trademarks of Juniper Networks, Inc. in the United States and 
other countries. JUNOS and JUNOSe are trademarks of Juniper Networks, Inc. All other trademarks, service marks, registered trademarks, or registered 
service marks are the property of their respective owners.

Copyright  Juniper Networks, Inc.  All rights reserved.
Printed in the USA. 

FCC Statement

The following information is for FCC compliance of Class A devices: This equipment has been tested and found to comply with the limits for Class A digital 
device, pursuant to part 15 of the FCC rules.  These limits are designed to provide reasonable protection against harmful interference when the 
equipment is operated in a commercial environment.  The equipment generates, uses, and can radiate radio-frequency energy and, if not installed and 
used in accordance with the instruction manual, may cause harmful interference to radio communications.  Operation of this equipment in a residential 
area is likely to cause harmful interference, in which case users will be required to correct the interference at their own expense.

The following information is for FCC compliance of Class B devices:  The equipment described in this manual generates and may radiate radio-frequency 
energy.  If it is not installed in accordance with the instruction manual, it may cause interference with radio and television reception.  This equipment has 
been tested and found to comply with the limits for a Class B digital device in accordance with the specifications in part 15 of the FCC rules.  These 
specifications are designed to provide reasonable protection against such interference in a residential installation.  However, there is no guarantee that 
interference will not occur in a particular installation.

If this equipment does cause harmful interference to radio or television reception, which can be determined by turning the equipment off and on, the user 
is encouraged to try to correct the interference by one or more of the following measures:

Reorient or relocate the receiving antenna.

Increase the separation between the equipment and receiver.

Consult the dealer or an experienced radio/TV technician for help.

Connect the equipment to an outlet on a circuit different from that to which the receiver is connected.

Caution: Changes or modifications to this product could void the user's warranty and authority to operate this device and may result in the equipment no 
longer complying with FCC requirements for Class A or Class B digital devices.  In that event, your right to use the equipment may be limited by FCC 
regulations, and you may be required to correct any interference to radio or television communications at your own expense.

Revision History

Date Description

November 2007 FRS release

January 2008 Maintenance update 

May 2008 Maintenance update

June 2008 Maintenance update

July 2008 FRS Release 4.8

January 2009 Maintenance update
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U.S. Government Rights

Commercial software and commercial software documentation:  This documentation is commercial computer software documentation and the products 
(whether hardware or software) covered by this documentation are or contain commercial computer software.  Government users are subject to the 
Juniper Networks, Inc. standard end user license agreement and any applicable provisions of the FAR and its supplements.  No further rights are granted.

Products (whether hardware or software) covered by, and information contained in, this documentation are controlled by U.S. Export Control laws and may 
be subject to the export or import laws in other countries.  Nuclear, missile, chemical, biological weapons end uses or end users, whether direct or 
indirect, are strictly prohibited.  Export or re-export to countries subject to U.S. embargo or to entities identified on US export exclusion lists, including, but 
not limited to, the denied persons and specially designated national lists, is strictly prohibited.

Disclaimer

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE.  ALL STATEMENTS, 
INFORMATION AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND, 
EXPRESS OR IMPLIED.  

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED 
WITH THE PRODUCT AND ARE INCORPORATED HEREIN BY REFERENCE.  IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED 
WARRANTY, CONTACT YOUR JUNIPER NETWORKS REPRESENTATIVE FOR A COPY. 

End User License Agreement

READ THIS END USER LICENSE AGREEMENT ("AGREEMENT") BEFORE DOWNLOADING, INSTALLING, OR USING THE SOFTWARE. BY DOWNLOADING, 
INSTALLING, OR USING THE SOFTWARE OR OTHERWISE EXPRESSING YOUR AGREEMENT TO THE TERMS CONTAINED HEREIN, YOU (AS CUSTOMER OR IF 
YOU ARE NOT THE CUSTOMER, AS A REPRESENTATIVE/AGENT AUTHORIZED TO BIND THE CUSTOMER) CONSENT TO BE BOUND BY THIS AGREEMENT. IF 
YOU DO NOT OR CANNOT AGREE TO THE TERMS CONTAINED HEREIN, THEN (A) DO NOT DOWNLOAD, INSTALL, OR USE THE SOFTWARE, AND (B) YOU 
MAY CONTACT JUNIPER NETWORKS REGARDING LICENSE TERMS.

1. The Parties. The parties to this Agreement are Juniper Networks, Inc. and its subsidiaries (collectively "Juniper"), and the person or organization that 
originally purchased from Juniper or an authorized Juniper reseller the applicable Iicense(s) for use of the Software ("Customer") (collectively, the 
"Parties").

2. The Software. In this Agreement, "Software" means the program modules and features of the Juniper or Juniper-supplied software, and updates and 
releases of such software, for which Customer has paid the applicable license or support fees to Juniper or an authorized Juniper reseller. "Embedded 
Software" means Software which Juniper has embedded in the Juniper equipment.

3. License Grant. Subject to payment of the applicable fees and the limitations and restrictions set forth herein, Juniper grants to Customer a 
non-exclusive and non-transferable license, without right to sublicense, to use the Software, in executable form only, subject to the following use 
restrictions:

a. Customer shall use the Embedded Software solely as embedded in, and for execution on, Juniper equipment originally purchased by Customer from 
Juniper or an authorized Juniper reseller.

b. Customer shall use the Software on a single hardware chassis having a single processing unit, or as many chassis or processing units for which 
Customer has paid the applicable license fees; provided, however, with respect to the Steel-Belted Radius or Odyssey Access Client software only, 
Customer shall use such Software on a single computer containing a single physical random access memory space and containing any number of 
processors. Use of the Steel-Belted Radius software on multiple computers requires multiple licenses, regardless of whether such computers are 
physically contained on a single chassis.

c. Product purchase documents, paper or electronic user documentation, and/or the particular licenses purchased by Customer may specify limits to 
Customer's use of the Software. Such limits may restrict use to a maximum number of seats, registered endpoints, concurrent users, sessions, calls, 
connections, subscribers, clusters, nodes, realms, devices, links, ports or transactions, or require the purchase of separate licenses to use particular 
features, functionalities, services, applications, operations, or capabilities, or provide throughput, performance, configuration, bandwidth, interface, 
processing, temporal, or geographical limits. In addition, such limits may restrict the use of the Software to managing certain kinds of networks or require 
the Software to be used only in conjunction with other specific Software. Customer's use of the Software shall be subject to all such limitations and 
purchase of all applicable licenses.

d. For any trial copy of the Software, Customer's right to use the Software expires 30 days after download, installation or use of the Software. Customer 
may operate the Software after the 3D-day trial period only if Customer pays for a license to do so. Customer may not extend or create an additional trial 
period by re-installing the Software after the 3D-day trial period.

e. The Global Enterprise Edition of the Steel-Belted Radius software may be used by Customer only to manage access to Customer's enterprise network. 
Specifically, service provider customers are expressly prohibited from using the Global Enterprise Edition of the Steel-Belted Radius software to support 
any commercial network access services. The foregoing license is not transferable or assignable by Customer. No license is granted herein to any user 
who did not originally purchase the appliGable Iicense(s) for the Software from Juniper or an authorized Juniper reseller.

4. Use Prohibitions. Notwithstanding the foregoing, the license provided herein does not permit the Customer to, and Customer agrees not to and shall 
not: (a) modify, unbundle, reverse engineer, or create derivative works based on the Software; (b) make unauthorized copies of the Software (except as 
necessary for backup purposes); (c) rent, sell, transfer, or grant any rights in and to any copy of the Software, in any form, to any third party; (d) remove 
any proprietary notices, labels, or marks on or in any copy of the Software or any product in which the Software is embedded; (e) distribute any copy of the 
Software to any third party, including as may be embedded in Juniper equipment sold in the secondhand market; (f)use any 'locked' or key-restricted 
feature, function, service, application, operation, or capability without first purchasing the applicable Iicense(s) and obtaining a valid key from Juniper, 
even if such feature, function, service, application, operation, or capability is enabled without a key; (g) distribute any key for the Software provided by 
Juniper to any third party; (h) use the Software in any manner that extends or is broader than the uses purchased by Customer from Juniper or an 
authorized Juniper reseller; (i) use the Embedded Software on non-Juniper equipment; (j) use the Software (or make it available for use) on Juniper 
equipment that the Customer did not originally purchase from Juniper or an authorized Juniper reseller; (k) disclose the results of testing or benchmarking 
of the Software to any third party without the prior written consent of Juniper; or (I) use the Software in any manner other than as expressly provided 
herein.
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5. Audit. Customer shall maintain accurate records as necessary to verify compliance with this Agreement. Upon request by Juniper, Customer shall 
furnish such records to Juniper and certify its compliance with this Agreement. 

6. Confidentiality. The Parties agree that aspects of the Software and associated documentation are the confidential property of Juniper. As such, 
Customer shall exercise all reasonable commercial efforts to maintain the Software and associated documentation in confidence, which at a minimum 
includes restricting access to the Software to Customer employees and contractors having a need to use the Software for Customer's internal business 
purposes.

7. Ownership. Juniper and Juniper's licensors, respectively, retain ownership of all right, title, and interest (including copyright) in and to the Software, 
associated documentation, and all copies of the Software. Nothing in this Agreement constitutes a transfer or conveyance of any right, title, or interest in 
the Software or associated documentation, or a sale of the Software, associated documentation, or copies of the Software.

8. Warranty, Limitation of Liability, Disclaimer of Warranty. The warranty applicable to the Software shall be as set forth in the warranty statement that 
accompanies the Software (the "Warranty Statement"). Nothing in this Agreement shall give rise to any obligation to support the Software. Support 
services may be purchased separately. Any such support shall be governed by a separate, written support services agreement. TO THE MAXIMUM EXTENT 
PERMITTED BY LAW, JUNIPER SHALL NOT BE LIABLE FOR ANY LOST PROFITS, LOSS OF DATA, OR COSTS OR PROCUREMENT OF SUBSTITUTE GOODS OR 
SERVICES, OR FOR ANY SPECIAL, INDIRECT, OR CONSEQUENTIAL DAMAGES ARISING OUT OF THIS AGREEMENT, THE SOFTWARE, OR ANY JUNIPER OR 
JUNIPER-SUPPLIED SOFTWARE. IN NO EVENT SHALL JUNIPER BE LIABLE FOR DAMAGES ARISING FROM UNAUTHORIZED OR IMPROPER USE OF ANY 
JUNIPER OR JUNIPER·SUPPLIED SOFTWARE. EXCEPT AS EXPRESSLY PROVIDED IN THE WARRANTY STATEMENT TO THE EXTENT PERMITTED BY LAW, 
JUNIPER DISCLAIMS ANY AND ALL WARRANTIES IN AND TO THE SOFTWARE (WHETHER EXPRESS, IMPLIED, STATUTORY, OR OTHERWISE), INCLUDING 
ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NONINFRINGEMENT. IN NO EVENT DOES JUNIPER WARRANT 
THAT THE SOFTWARE, OR ANY EQUIPMENT OR NETWORK RUNNING THE SOFTWARE, WILL OPERATE WITHOUT ERROR OR INTERRUPTION, OR WILL BE 
FREE OF VULNERABILITY TO INTRUSION OR ATTACK. In no event shall Juniper's or its suppliers' or licensors' liability to Customer, whether in contract, tort 
(including negligence), breach of warranty, or otherwise, exceed the price paid by Customer for the Software that gave rise to the claim, or if the Software 
is embedded in another Juniper product, the price paid by Customer for such other product. Customer acknowledges and agrees that Juniper has set its 
prices and entered into this Agreement in reliance upon the disclaimers of warranty and the limitations of liability set forth herein, that the same reflect an 
allocation of risk between the Parties (including the risk that a contract remedy may fail of its essential purpose and cause consequential loss), and that 
the same form an essential basis of the bargain between the Parties.

9. Termination. Any breach of this Agreement or failure by Customer to pay any applicable fees due shall result in automatic termination of the license 
granted herein. Upon such termination, Customer shall destroy or return to Juniper all copies of the Software and related documentation in Customer's 
possession or control.

10. Taxes. All license fees for the Software are exclusive of taxes, withholdings, duties, or levies (collectively "Taxes"). Customer shall be responsible for 
paying Taxes arising from the purchase of the license, or importation or use of the Software.

11. Export. Customer agrees to comply with all applicable export laws and restrictions and regulations of any United States and any applicable foreign 
agency or authority, and not to export or re-export the Software or any direct product thereof in violation of any such restrictions, laws or regulations, or 
without all necessary approvals. Customer shall be liable for any such violations. The version of the Software supplied to Customer may contain 
encryption or other capabilities restricting Customer's ability to export the Software without an export license.

12. Commercial Computer Software. The Software is "commercial computer software" and is provided with restricted rights. Use, duplication, or 
disclosure by the United States government is subject to restrictions set forth in this Agreement and as provided in DFARS 227.7201 through 
227.7202-4, FAR 12.212, FAR 27.405(b)(2), FAR 52.227-19; or FAR 52.227-14(ALT III) as applicable.

13. Interface Information. To the extent required by applicable law, and at Customer's written request, Juniper shall provide Customer with the interface 
information needed to achieve interoperability between the Software and another independently created program, on payment of applicable fee, if any. 
Customer shall observe strict obligations of confidentiality with respect to such information and shall use such information in compliance with any 
applicable terms and conditions upon which Juniper makes such information available.

14. Third Party Software. Any licensor of Juniper whose software is embedded in the Software and any supplier of Juniper whose products or technology 
are embedded in (or services are accessed by) the Software shall be a third party beneficiary with respect to this Agreement, and such licensor or vendor 
shall have the right to enforce this Agreement in its own name as if it were Juniper. In addition, certain third party software may be provided with the 
Software and is subject to the accompanying Iicense(s), if any, of its respective owner(s). To the extent portions of the Software are distributed under and 
subject to open source licenses obligating Juniper to make the source code for such portions publicly available (such as the GNU General Public License 
("GPL") or the GNU Library General Public License ("LGPL")), Juniper will make such source code portions (including Juniper modifications, as appropriate) 
available upon request for a period of up to three years from the date of distribution. Such request can be made in writing to Juniper Networks, Inc., 1194 
N. Mathilda Ave., Sunnyvale, CA 94089, ATTN: General Counsel. You may obtain a copy of the GPL at http://www.gnu.org/licenses/gpl.html. and a copy 
of the LGPL at http://www.gnu.org/licenses/lgpl.html.

15. Miscellaneous. This Agreement shall be governed by the laws of the State of California without reference to its conflicts of laws principles. The 
provisions of the U.N. Convention for the International Sale of Goods shall not apply to this Agreement. For any disputes arising under this Agreement, the 
Parties hereby consent to the personal and exclusive jurisdiction of, and venue in, the state and federal courts within Santa Clara County, California. This 
Agreement constitutes the entire and sole agreement between Juniper and the Customer with respect to the Software, and supersedes all prior and 
contemporaneous agreements relating to the Software, whether oral or written (including any inconsistent terms contained in a purchase order), except 
that the terms of a separate written agreement executed by an authorized Juniper representative and Customer shall govern to the extent such terms are 
inconsistent or conflict with terms contained herein. No modification to this Agreement nor any waiver of any rights hereunder shall be effective unless 
expressly assented to in writing by the party to be charged. If any portion of this Agreement is held invalid, the Parties agree that such invalidity shall not 
affect the validity of the remainder of this Agreement. This Agreement and associated documentation has been written in the English language, and the 
Parties agree that the English version will govern. (For Canada: Les parties aux présentés confirment leur volonté que cette convention de même que tous 
les documents y compris tout avis qui s'y rattaché, soient redigés en langue anglaise. (Translation: The parties confirm that this Agreement and all 
related documentation are and will be in the English language)).
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Upgrading to this Release 1

Release Notes

These release notes accompany Odyssey Access Client (OAC) for Windows 
4.80.12363. Before installing or using your new software, read these release notes 
in their entirety, especially the “’Known Problems and Limitations’” section on 
page 5.

If the information in these release notes differs from the information found in the 
product documentation, follow the release notes.

You can find release notes in Adobe Acrobat (PDF) format on the Juniper Networks 
Technical Publications Web page, which is located at 
http://www.juniper.net/techpubs.

Upgrading to this Release
See the Supported Platforms Guide for important information pertaining to 
supported platforms and operating systems. You can access the document at:

https://www.juniper.net/techpubs/software/uac/2.xrelnotes/Unified_Access_Control_
SupportedPlatforms_2_2_R_4.pdf.

If you are using OAC in a Unified Access Control (UAC) network, read the release 
notes for UAC version 2.2.

New Features
The following topics identify new features available in this release. For a 
comprehensive list of new features for UAC customers, see the Juniper Networks 
Unified Access Control 2.2 (IVE 6.2) Release Notes.
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2 New Features

Support for FIPS License in OAC
Juniper Odyssey Access Client (OAC) v4.8 (UAC Agent) implements FIPS (Federal 
Information Processing Standards) 140-2 level 2 cryptography. It supports a FIPS 
Edition (FE) license for OAC which delivers an additional encryption method 
(WPA2/AES) that occurs on the endpoint before any data is transmitted. Note that 
FIPS-level encryption requires a special driver. An adapter driver that is compatible 
with the Juniper Networks encryption module needs to be installed. OAC FE 
requires a modified driver to enable the wireless adapter to run 802.11i in FIPS 
mode. Please contact Juniper Networks for the latest list of verified wireless 
adapters. Note: There is no FIPS-compliant network interface card or Juniper 
Networks FIPS encryption module currently available for Windows Vista. Please use 
xSec for encryption in this case. 

To date, no FIPS support has yet been implemented on the Infranet Controller.

Preconfigured OAC Settings Exported to Infranet Controller
Administrators can use Odyssey Client Administrator to generate a configuration file 
and upload it to the Infranet Controller for delivery with the client package (MSI) 
and assigned on a "per role" basis. This enables easier configuration of role-based 
UAC Agent policies and more granular control over different user groups. 

Message to Users on Packet Drop 
Allows organizations to provide customized notification messages to their end users 
when the user's traffic has been dropped by an UAC Enforcement Point (specifically 
any Juniper firewall or other Juniper platform running ScreenOS version 6.2 or 
higher that serves as an UAC Enforcement Point) due to a policy prohibiting that 
traffic. These messages will show up on the UAC Agent in the form of a system tray 
"balloon" appearing for up to 30 seconds before being dismissed automatically and 
can be customized by an administrator. This configurable feedback reduces user 
confusion and frustration while decreasing user help desk support calls.

Do Not Save Temporary Networks 
OAC can serve as a wireless 802.1X access client/supplicant for mobile users to 
scan for and connect to different wireless networks as they move from one location 
to another, if permitted by their organization. This feature allows organizations to 
configure the length of time that a temporary or "scanned" wireless network 
remains configured in OAC. OAC can also "forget" the network even existed. When 
a new temporary network is added to the network list, all existing temporary 
networks on the network list are automatically deleted. There can only be one 
current temporary network for each network adapter controlled by the UAC Agent. 
This feature provides organizations with additional security and protection, assuring 
that their users and devices cannot inadvertently or intentionally connect to 
networks that the organization should or may not trust.

NOTE: There is no FIPS-compliant network interface card or Juniper Networks FIPS 
encryption module available for Windows Vista. You must use xSec for encryption 
in this case. 
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Release Notes

xSec Support for OAC on Microsoft Windows Vista® 
OAC now supports xSec for more robust, government-approved encryption, using 
the Advanced Encryption Standard (AES) for in-transit data when operating over 
Microsoft Windows Vista and with 802.11 adapters and drivers. 

Installing Odyssey Access Client 
Upgrading the Infranet Controller firmware to 2.2 before deploying the OAC 4.8 
Enterprise Edition custom installer with a new 4.8 license key may cause some 
users to fail authentication. In an 802.1X environment, depending on network 
setup, users who fail to be authenticated by the Infranet Controller may be unable 
to connect to a network. 

If you are running OAC 4.7 Enterprise Edition, you must create and deploy a new 
OAC 4.8 Enterprise Edition custom installer with a new 4.8 license key to all users 
before upgrading the Infranet Controller's firmware to 2.2. You can also use the new 
feature "Role based, Dynamically Configurable UAC Agent on Infranet Controller" to 
deploy a 4.8 license as part of the OAC upgrade by uploading a pre-configured 
installer file to the Infranet Controller.

Unlike previous UAC versions, installation of OAC now occurs as follows:

1. An end-user must sign in to the Infranet Controller through Web browser.

2. If the user's role allows OAC installation, OAC automatically downloads and 
installs.

If you are installing OAC in a traditional, non-UAC network, the installation 
procedure is unchanged.

The Infranet Controller is capable of handling 1500 active endpoint upgrades. 
Anything beyond this may require administrators to upgrade endpoints prior to 
upgrading the Infranet Controller using some other mechanism such as 
Microsoft Systems Management Server (SMS).

A Java JVM or Active-X must be enabled in order to install OAC through the 
browser. (51841)

If you are using Internet Explorer 7 on Vista, make sure to enable Active-X 
delivery. Java delivery does not install the UAC agent. (58024)

Refer to the installation chapter in the Odyssey Access Client User Guide for more 
details on installation. For more information about Infranet Controller topics, refer 
to the Unified Access Control Administration Guide.

NOTE: Upgrading from OAC 4.7 Enterprise Edition to OAC 4.8 Enterprise Edition 
requires a new license key. If you have a current service contract and have not 
received a new 4.8 license, contact Juniper Technical Support for the license key.
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4 Resolved Issues

Resolved Issues
The following issues from previous releases have been resolved in Odyssey Access 
Client Release 4.80.12363. Subsequent sections identify issues resolved in previous 
releases. 

The identifier following the description is the tracking number in our bug database.

Odyssey Access Client—Version 4.80.12363 for Windows
uac-oac-client-installer—Upgrading with a preconfiguration file no longer 
causes odgina to chain to itself (393175]3)

uac-oac-client-ocm—Cancelling out of an RDP session to a PC running Odyssey 
no longer breaks Odyssey Client Manager. (386383-1)

uac-oac-client-gina—Using the OAC hidden registry keys for nwgina works 
(386250-1)

uac-oac-client-gina—Auto]scan list with GINA is now working on Vista. 
(409258-3)

uac-oac-client-gina—On Vista 32-bit Operating Systems, Odyssey Access Client 
was disconnecting after GINA login and reconnecting when the desktop 
appeared. This issue has been resolved. (403168-3, 411599)

Odyssey Access Client—Version 4.80.12013 for Windows
Endpoint Integrity-CDL—There is no longer a 2-minute delay for Machine 
Authentication to complete when using machine credentials and simple HC 
policies. (386279-3)

UAC-OAC-Client-OCM—OAC status messages no longer disappear after 6 to 8 
minutes of connection to IC. (385229-1)

UAC-OAC-Client—Fixed the problem that password in clear text occurs in memory 
(379509-1)

UAC-OAC-Client—Cable Unplugged. message is not displayed any more when user 
delays entering credentials during ODY login process. (385261-1)

Odyssey Access Client—Version 4.80.11809 for Windows
A preconfigured installer containing a machine profile with a saved password 
should now work correctly. Note: A new preconfigured installer should be 
created and uploaded to the Infranet Controller using the latest version of OAC 
to resolve this problem. (60049)

On Vista, the PIN entry field of the Smartcard Credential Provider is now 
masked. (59922)

The FIPS OAC 4.80 license keys should now be accepted via Help->License 
Keys. (59785)
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Release Notes

When certain “Host Enforcer” policies were pushed to OAC they were not being 
handled correctly. (59555)

Host Checker will now display compliance status in the same manner as prior 
versions of OAC. (59459)

Machine authentication should no longer fail when using TLS with "Use the 
following certificate" selected. (59394)

When the Windows 2003 Input Method Editor (IME) is enabled, odTray.exe 
should no longer crash when prompting the user. (59039)

When configured for WPA2 and fast roaming is enabled on the switch, OAC will 
now correctly reestablish connections to the Infranet Controller. (58851)

Known Problems and Limitations
The following lists known issues which are still outstanding in this release. The 
version of Odyssey Access Client shipped with UAC 2.2 is 4.80.123635.

Odyssey Access Client (OAC) for Windows
The version of Odyssey Access Client shipped with UAC 2.2 is 4.80.12363.

For Windows XP OS with Firefox 2.0.0.17 Browser, when automatically 
installing the OAC agent by logging into the IC via a web browser, the agent may 
not automatically download and install. Please click the bar at the bottom of the 
screen or refresh the browser on the Agent download page and this should 
allow the download and install of the agent to continue.

Authentication against backend AD server fails when the supplicant is Odyssey 
Access Client, the protocol is non-EAP MS-CHAP-v2 in an EAP-TTLS tunnel, and 
the username has a decoration containing the @ character. To avoid this 
problem, change the protocol to EAP-MS-CHAP-V2. 

For Vista 32-bit OS, if OAC has been upgraded and Network Connect is 
installed, users with certain configurations may experience a blue screen on the 
first launch of Network Connect. To avoid this, it is recommended that Vista 
users that upgrade Odyssey Access Client reboot before launching Network 
Connect. If a blue screen occurs, please reboot the machine to fix the issue. 

Communicating Issues and Bugs
To open a case or to obtain support information, please visit the Juniper Networks 
Support Site:

http://www.juniper.net/support
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6 Contacting Technical Support

Contacting Technical Support
For technical support, contact Juniper Networks at support@juniper.net, or at 
1-888-314-JTAC (in the United States) or 408-745-9500 (outside the United States).

Check our Web site (http://www.juniper.net) for additional information and technical 
notes. You can also go to Help > Odyssey Access Client User Page in OAC.

When you call technical support, please have the following at hand:

Your Odyssey Access Client edition and the release number.

Information about the server configuration and operating system, including any 
OS patches that have been applied.

For licensed products under a current maintenance agreement, your license or 
support contract number.

Question or description of the problem, with as much detail as possible.

Any documentation that may help in resolving the problem, such as error 
messages, memory dumps, compiler listings, and error logs.


